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Webelieve community researchers play an integral role inmaintainingKandji as a secure service
andhelping to protect our customers and their data. Our aim is to dowhat's best for our users,
customers, partners, and the general health of the Internet.

We appreciate all security submissions from the research community and strive to respond in an
expedientmanner.Wewill investigate legitimate reports anddoour best to quickly fix any
identified issues. Our investigation panel consists ofmembers from theKandji Security Team.

Please submit your report to our teamas soonas youbelieve youhave founda security
vulnerability. All submissionsmustmeet the termsof this VulnerabilityDisclosurePolicy
(“policy”).

Kandji’s Vulnerability Research andDisclosurePrinciples

Webelieve in strengthening defense by democratizing access to attacker tooling and knowledge.
One of Kandji’s unique strengths is our deep knowledge of howattackerswork. Releasing public
exploit code andnovel research is core to ourmission to close the security achievement gap.

Public disclosure of vulnerabilities is a critical component of a healthy cybersecurity ecosystem.
Kandji’s practices and advocates for timely public disclosure of vulnerabilities across both
third-party products and our own systems and solutions. This includes vulnerabilitieswe
independently discover inmacOS systems and software. Through transparent, open, and timely
vulnerability disclosures, Kandji helps the entire internet protect anddefend those assets and
services critical tomodern civilization.

In today’s threat landscape, organizations need timely information about risk in order tomake
educated choices about protecting their networks—especially during active attacks. Our
vulnerability disclosure policy includes explicit provisions for speeding uppublic disclosure in
caseswhere exploitation has been observed in thewild. Vendors often (understandably) act to
protect their ownbusinesses and reputationswhen there are security issues in their products that
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introduce risk into their downstreamcustomers’ environments.Whenweknowabout exploitation
in thewild, orwhenwebelieve that threat actorsmaybe covertlyweaponizing non-public
vulnerabilities, our priority is tomake customers and the community aware of that risk so they
may take action to protect their organizations.

Reporting aPotential Security Vulnerability

For the security of our users and service,we ask that you donot share details of the suspected
vulnerability publicly orwith any third party.

Please report the details of any suspected or detected vulnerabilitieswithKandji by completing
the submission formon this page, or by emailing vdp@kandji.io, including the following
information:

● Provide clear and reproducible steps that demonstrate the vulnerability exists
● Avoid privacy violations, destruction of data, and interruption or degradation of our

services.
● Donotmodify or access data that does not belong to you.

CoordinatedVulnerabilityDisclosure (CVD)Policy

In keepingwith standard industry practices aroundCoordinatedVulnerability Disclosure (CVD)
(such as CERT/CC's, Google's, ZDI's) Kandji will typically prepare andpublish advisories detailing
newly discovered vulnerabilities approximately 90days after our initial attempts at private
disclosure, barring extenuating circumstances (including those outlined belowwhichmaywarrant
di�erent disclosure guidelines). These advisorieswill bemadepublicly available via Kandji’s blog
and socialmedia. Depending on the details of thefindings, theremay also bemedia engagement.

While coordinated vulnerability disclosure can di�er frombug to bugdepending on awide range of
circumstances, Kandji’s primary concern is getting vulnerabilities fixed andmaking a�ected
parties aware of the risks associatedwith vulnerabilities. In keepingwith the principles outlined
above, Kandji has identified several common types of vulnerabilities, each ofwhichwarrants
slightly di�erent disclosure guidelines.

Please note, technical vulnerabilities often involve undefinedbehavior andunexpected
interactions. Therefore, Kandjimaymodify the timeline for disclosure at our sole discretion due to
unique or unpredictable elements of that specific vulnerability.

Authorization

If youmake a good faith e�ort to complywith this document during your security research,wewill
consider your research to be authorized,wewill workwith you to understand and resolve the issue
quickly, andKandji will not recommendor pursue legal action related to your research.

Guidelines

Under this policy, “research”means activities inwhich you:

● Notify us as soon as possible after you discover a real or potential privacy or security
vulnerability.
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● Make every e�ort to avoid privacy violations, degradation of user experience, disruption to
production systems, anddestruction ormanipulation of data.

● Only use exploits to the extent necessary to confirmavulnerability’s presence. Donot use
an exploit to compromise or exfiltrate data, establish persistent command line access, or
use the exploit to pivot to other systems

Once you’ve established that a vulnerability exists, or encounter any sensitive data (including
personally identifiable information, financial information, proprietary or trade secret information
of any party), youmust stop your test, notify us immediately, andnot disclose this data to anyone
else.

ProhibitedActions

Whilewe encourage you to discover and report to us any vulnerabilities youfind in a responsible
manner, the following conduct is prohibited:

● Performing actions thatmaynegatively a�ect Kandji or its users (e.g., Spam, Brute Force,
Denial of Service, etc).

● Accessing, or attempting to access, data or information that does not belong to you.
● Delete, alter, share, retain, or destroy data or information that does not belong to you.
● Social engineering of anyKandji Personnel.
● Violating any laws or breaching any agreements in order to discover vulnerabilities.

OurCommitment toResearchers

If you responsibly report a vulnerability in accordancewith this policy,wewill:

● Within three (3) business days,wewill promptly respond to and acknowledge the receipt of
your report

● To the best of our ability, wewill confirm the existence of your vulnerability to you andbe
as transparent as possible aboutwhat stepswe are taking

● Provide an estimated timeframe for addressing the vulnerability
● Notify youwhen the vulnerability has been remediated.

All Vulnerabilities (TheDefault Policy)

Kandji will confidentially disclose discovered vulnerabilities to the organization that is in the best
position to address that vulnerabilitywith a resolution. That organization is the "responsible
organization."

If the responsible organization is not a CVEPartner, Kandji will reserve a CVE ID.

In the interest of full transparency and to allow your organization su�cient time to address this
issue, please be aware that Kandji follows the industry standard of a90+30disclosure deadline
policy.

A vendor has90days after Kandji notifies themabout a security vulnerability tomake a patch
available to users. If theymake a patch availablewithin90days, Kandji will publicly disclose
details of the vulnerability 30days after the patchhas beenmade available to users.
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If a vendor cannot patch an issuewithin the initial 90days, Kandji willmake the details of the
vulnerability public at the endof the90days.

If the responsible organization is showing consistent good-faith e�ort to develop and ship an
update, but cannot complete thisworkwithin90days, a 30-day extensionmaybe granted at
Kandji’s sole discretion under theDefault Policy (or for any of the enumerated exceptions below).

GracePeriod

If a vendor cannotmake a patch available in90days butwillmake a patch availablewithin an
additional 14 days (i.e., within 104days since the vulnerabilitywas disclosed to the vendor), Kandji
may grant a grace period to the vendor upon request. In that case, Kandji will publicly disclose
details of the vulnerability 120days after the vulnerabilitywas initially disclosed to the public.

Mutually-agreed early disclosure

In any of the above cases, Kandji and the relevant vendor canmutually agree to release details of a
vulnerability earlier than the date indicated by policy.
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